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Abstract 
Mobile Cloud Computing is the hottest research area in the IT world. Security and privacy are key issues in MCC. Hence, 
framework required to provide the security with minimum computational overhead. We develop the scheme to secure the 
mobile data in cloud using cryptography, in which Elliptic Curve Cryptography and Blowfish algorithm are integrated to 
provide authentication and confidentiality. To transmit the data more securely, random number is used to increase 
computational complexity for an adversary. We also randomize the number of rounds of Blowfish for performance 
improvement. Our approach is implemented and tested with different platforms like personal computer, android 
emulator, smartphone and aakash tablet. 
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1. Introduction 
Mobile Cloud Computing as a development and extension of cloud computing and mobile computing maximizes 
resource sharing and usage of existing cloud resources by providing mobile connectivity to users which allow 
mobile users to access any resources available on cloud through internet and have to pay according to usage of 
resources instead of owning resources for whole1,2,3. MCC satisfies limitations of resource constrained devices by 
allocating cloud services for the purpose of application executions and data storage. There are number of challenges 
existing in MCC, such as resource poverty in mobile devices, security and privacy, limited network bandwidth and 
high latency, less network availability4,5. These challenges may act as obstacles in rapid development and popularity 
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of MCC. Everyone wants the protection of his/her data in any situation. No one would be willing to compromise the 
private information in cost of energy or computational power. Considerable amount of research work has been 
undergone to secure the cloud environment. Still there are some issues which should be resolved, such as security 
and privacy of user’s data that is stored on cloud, intrusion detection, platform reliability, and security threats caused 
by multiple virtual machines6. All these security issues of cloud computing are also exist in MCC, but the security 
algorithms proposed for cloud environment cannot be directly apply to the mobile environment due to resource 
limitation in mobile devices6. To secure the mobile cloud environment, several issues need to be considered 
regarding the data security, data integrity, data confidentiality, authentication, authorization, network security, data 
violation issues etc. 
MCC model consists of three components mainly7: mobile terminal (refers to the portable devices such as smart 
phones, PDA, tablet etc.), cloud (which contains servers to provide services like Infrastructure-as-a-Service (IaaS), 
Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS)) and mobile network (which makes services 
available to mobile devices). So whenever we talk about the security in MCC, we should consider the security and 
privacy issues in all these three aspects. Our main focus is on mobile cloud security in this paper. Security 
approaches for mobile cloud are as below7:
x Protection to cloud platform: The cloud resources are more vulnerable to being attacked because huge 
amount of information is stored on cloud. So if an adversary (may be from outside malicious users, legal cloud 
user or inside staff) being able to steal this information then it may create serious privacy problem. To provide 
mobile cloud security, cloud providers should ensure reliability and availability by integrating security 
technologies, such as VPN technology, authentication, access control and encryption techniques. 
x Data encryption and Key management: Private data require protection in various aspects ranging from 
storage to transmission. If data will stored and transmit in cipher form then it will lower the chances of leakage. 
In encryption techniques, key management is also an issue. 
x Authentication and Access control: Two kinds of authentication approaches: user-centric identity 
authentication and behavioral authentication, which should be ensure to reduce the threat of fraudulent attacks. 
When user’s data transmitted to cloud, access control required to decide the level of access permission. 
In this paper, we develop the scheme for data encryption to protect sensitive data leakage. When user’s data is 
transmitted to and stored on cloud, it creates many possibilities of unauthorized access of data either during 
transmission or from storage devices. There are many cryptographic algorithms to deal with security, but the 
selection must be taken by considering security as well as performance improvement, especially in the case of 
resource constrained devices. We propose the hybrid approach of Elliptic Curve Cryptography (ECC) and Blowfish 
algorithm for mobile platform. Blowfish is very suitable algorithm for the platform of smart phones because of its 
high security level and high speed. No one had been able to develop an attack that could break the Blowfish8. But 
Blowfish will have best performance when the key does not change frequently. Because of this, subkeys initialize in 
Blowfish encryption is stored in EEPROM or FLASHPROM of smartphone for further use. In this case, if an 
attacker would be able to steal the subkeys from the memory, then he/she could easily derive the key. In order to 
overcome this problem, we have integrated some modifications in Blowfish encryption/decryption to protect the 
data from being disclosed. 
1.1. Cryptography 
Cryptographic algorithms are efficient approaches to provide security to the users’ data. ECC is asymmetric 
cryptosystem used for digital signature and secure key exchange9. Main advantage of using ECC is that it provides 
equal security level with smaller key size than other public key cryptosystem, thereby reducing processing overhead.
Blowfish algorithm was designed by Bruce Schneier10 to meet the design goals like: 1) Speed, 2) Compactness, 3) 
Simplicity and 4) Flexibility of key size. Blowfish is a variable-length key, 64-bit block cipher. The algorithm 
contains mainly two phases: data encryption part and key expansion part. The encryption key of Blowfish is 
converted into 18 32-bit subkeys in key expansion part and stored into P-array. Data encryption taken place via a 16-
round Feistel network. Each round consists of key-dependent permutation and key- and data-dependent substitution. 
Blowfish is more suitable for applications where key doesn’t often change like automatic file encryption. 
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2. Related Work 
Sujithra M. et al.11 proposed an approach to securely store the mobile data in cloud using minimal performance 
degradation. The authors designed three-tier hybrid approach of MD5, AES and ECC algorithm. In this, encryption 
is done via MD5 algorithm, then this encrypted data is again encrypted by AES algorithm, and at last further 
encryption is done by ECC or RSA algorithm. They implemented all methods in both local and cloud environment. 
M Bafandehkar et al.12 provide an overview on performance advantages of using ECC for wireless environment 
instead of other public key cryptography like RSA. Compared to RSA and Diffie-Hellman Key exchange 
algorithms, ECC provides the same level of security with much smaller parameters, resulted in considerable 
performance improvements especially important for devices where computing power, battery lifetime and memory 
are constrained. Tingyuan Nie et al.13 have measured the speed and power consumption of DES and Blowfish 
algorithms. Result shows that Blowfish has less execution time than DES but both are consuming same amount of 
power resources. O. P. Verma et al.14 have implemented symmetric algorithms: DES, 3DES, AES, Blowfish to 
measure their performance. Their result shows the superiority of Blowfish over other symmetric algorithms in terms 
of energy consumption and execution time. Blowfish has optimized processing time and resource consumption. AES 
algorithm requires more processing power and time as block size increased. Execution time of 3DES is more than 
DES, because of its triple phase encryption.  
B.Geethavani et al.15 integrated steganography and cryptography to provide the data security. The authors have 
made modifications to the Blowfish to provide more security to the information being transmitted. In original 
Blowfish algorithm the F function performed 32 addition operations and 16 XOR operations in sequential manner.
In modified function, 16 addition and 32 XOR operations are required. Because of parallelization of operations, the 
total execution time of algorithm has been reduced. Jiali Bian et al.16 proposed a hierarchical file encryption scheme 
to secure the information stored in smartphone. They have modified the Blowfish algorithm. They used 
randomization concept to protect the subkeys stored in memory of smartphone. Plaintext will be XORed with 
transformation matrix before encryption. Even though encryption key is compromised, any third party will not be 
able to decrypt the data. Monika Agarwal et al.17 modified Blowfish algorithm to improve security of algorithm and 
speedup the execution process. Random number is generated and represented in 16-bit string. According to position 
of 1’s in this number, execution of rounds will be very. Modified algorithm is improved in security aspect because 
attacker will have no idea that in which round the F function is applied and in which it’s not. Processing time of 
modified algorithm has reduced compared to original algorithm. 
3. Proposed Work 
We proposed the hybrid approach18 to integrate ECC and Blowfish algorithm to provide data security to mobile 
users. Blowfish subkeys are stored in memory of smartphone, which is prone to unauthorized access. If we use 
randomization at every encryption and decryption, then it will be very difficult for third party to decrypt it. Stored 
Blowfish expanded 18 subkeys kept secure by XORing plain text with random number16. Number of rounds of 
Blowfish is minimized by using random number17.
At first, the Blowfish key is exchanged with ECC for further encryption/decryption. In every Blowfish 
encryption, new random number of 64-bit is generated and checks whether least significant 16-bit of this number 
contains minimum five 1’s or not. The procedure of random number generation is shown in Fig. 1. According to 
position of 1’s in least significant 16-bit of random number, the F function is executed only in those corresponding 
rounds. It will be not executed in those rounds when there is 0’s. The flowchart for Integrated Blowfish encryption 
is shown in Fig. 2. This will cause variation in execution of F function in every encryption/decryption. 
Kelsey developed an attack that could able to crack blowfish with 3 rounds but unable to attack whole 16 round 
algorithm19. Rijmen developed a second order differential attack that could attack able to crack blowfish with only 4 
rounds20. Because of it, we have made constrain that the minimum five rounds must be executed in Blowfish. 
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Fig.1. Random Number Generation   Fig. 2. Integrated Blowfish Algorithm 
We have demonstrated how Integrated Blowfish provide security to user’s data. Text encrypted by integrated 
Blowfish with 8 rounds is shown in Fig. 3. If it will decrypt by integrated Blowfish with 8 rounds using same 
random number which was used in encryption, then decrypted text will be as shown in Fig. 4. But if it will decrypt 
by normal Blowfish algorithm with 16 rounds, then it will result in unreadable text as shown in Fig. 5. Which shows 
that if an adversary will have encryption key and try to decrypt with normal 16 rounds, though he/she will not be 
able to get original text. 
Fig. 3.  Ciphertext after encryption in Integrated Blowfish algorithm 
Fig. 4.  Plaintext after decryption in Integrated Blowfish algorithm 
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Fig. 5. Corrupted Text 
4. Performance Results 
We have implemented the Original and Integrated Blowfish algorithm in personal computer and also on android 
emulator. We conducted experiments for several file sizes on various platforms like personal computer, emulator, 
smartphone and tablet. We used Lenovo Z560 laptop, Android emulator, Sony Xperia J smartphone, and Aakash 
tablet. We have taken text file of various sizes ranging from 1 KB to 500 KB. Fig. 6 (a) to (d) shows the graph for 
encryption performance of Integrated Blowfish on these platforms. On smartphone, execution time is much smaller 
compared to the emulator. Fig. 7 (a) and (b) gives the comparison between four platforms for encryption of 1 KB 
and 500 KB file. Difference is less for 1 KB file but as file size increases, there is a high difference between 
executions of 16 rounds compared to 5 rounds. So our proposed approach has good performance for large file files. 
We also have implemented original Blowfish algorithm in these platforms as shown in Fig. 8. Integrated Blowfish 
has less execution time compared to original Blowfish because of variation in number of rounds in every 
encryption/decryption. 
                
                                    (a) On PC                               (b) On android emulator
                                                     
(c)  On smartphone                                            (d) On tablet 
Fig. 6. Encryption performance of Integrated Blowfish on different platforms 
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(a) 1 KB file              (b) 500 KB file 
Fig. 7. Encryption performance of Integrated Blowfish for different file size 
Fig. 8. Performance of Normal Blowfish algorithm  
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Conclusion 
Mobile Cloud Computing gaining more and more popularity because of its rich functionality for resource 
constrained devices. With this, it also brings more responsibility to protect sensitive data of mobile users. While 
considering security approaches for MCC, one must have to consider resource constrain limitation of mobile 
devices. MCC needs secure framework which can provide security with minimal performance degradation. Our 
hybrid approach of ECC and Blowfish provide stronger security of users’ data in mobile cloud. By applying 
randomization in encryption/decryption process, an adversary would not be able to decrypt the data successfully 
even if he/she will have an encryption key. As result shows, our proposed scheme reduces execution time compared 
to original Blowfish algorithm.  
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